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Thought Warm-up

Three most important takeaways from the previous course?



Overall Objective

- Introduce core concepts in in cybersecurity & bridge how AI forces a 
rethink of cybersecurity and responsibility.


- Assumptions of students

- Awareness of the importance of cybersecurity

- Little to none technical background, but familiarity with some IS/tech terms


- e.g., Automation, AI, LLM, IP address, firewall, etc.



Cybersecurity Foundations: What do we protect?

https://triovega.com/en/blog/cia-triad-in-the-manufacturing-practice-balancing-it-and-ot-security/

An organization’s efforts to 
keep their data private or 
secret (to irrelevant parties). 

“Integrity” refers to the quality of 
something being whole, complete, 
and authentic. 

Systems, applications, and data are of little value to an 
organization and its customers if they are not accessible when 
authorized users need them. 

Access control
Encryption

Least privilege

System logs

Signed updates

Email signature

Redundant 

server Better 

encryption



Principles themselves not 
new to human history

To make sure that sacred writings remain secret (i.e., protect “Confidentiality”). 

To make sure they are not tampered with (i.e., protect “Integrity”). 

To make sure they are kept safe in place (i.e., protect “Availability”). 

Chatting history Customer data Password, etc.

Encryption DecryptionKey

https://www.egypttoursportal.com/blog/ancient-egyptian-civilization/ancient-egyptian-texts/


e.g., Ransomware Attack

- A type of software that 
gives an attacker access to 
critical information 
(information systems) on a 
victim’s computing 
environment.


- Often the software blocks 
the victim’s access to 
critical information until a 
ransom is paid



Mapping Threats and CIA dimensions

Ransomware 
Primary: Availability (systems/data become unusable)

Often also: Integrity (files encrypted/corrupted; backups sabotaged)


Salami Attack (salami slicing) 
Primary: Integrity (the correctness of balances/transactions is manipulated)

Sometimes: Confidentiality (insider/attacker uses privileged access or learns account logic)


Wardriving 
Primary: Confidentiality (unauthorized access to internal traffic/data)

Sometimes: Integrity (attacker can tamper with configs, inject traffic, pivot internally)

Could also be: Availability (WiFi availability disruption)



Interactive Demo

The McCumber Cube: Consider all important design aspects without becoming too focused on any one in particular 
(i.e., relying exclusively on technical controls at the expense of requisite policies and end-user training).

+ Data flow + Dynamics

https://www.ncyte.net/faculty/cybersecurity-curriculum/college-curriculum/interactive-lessons/the-mccumber-cube-and-cia-triad


The Journey of Password

Technical 
Plain passwords stored

Hashing passwords

Better hashing

Authentication monitoring

MFA (multi-factor authentication)

Adaptive authentication (context signals)

Passkeys (phishing-resistant)


Managerial 
Everyone has an account

Policies and principles (e.g., least privilege)

Awareness training

Access governance, logging, audits, etc.

Identify strategy and reduce password usage


Info state: Storage; C(primary), I(secondary); Missing safeguard

Info state: Storage&Transmission; C, I, lacking in A; Technical safeguard



The Journey of Password: “Passkey” architecture

Apple WWDC25 session

69% users have passkey (2025 survey)

4x more successful sign-ins (Google survey)

97% success rates (TikTok survey)

Problem with passwords in general:  
Hard to remember;

Needs to be stored somewhere;

Pishable.

Key points of Passkey architecture: 
Advanced cryptography

Passkey + device authentication, instead of 
password;

Biometrics are used to generate and transmit the 
“passkey” (i.e., private key);

Domain names are recognized.

https://www.youtube.com/watch?v=mV68bUYVSL0


Traditional programs: Executes explicit 
commands: “If temperature > 30°C, turn on 
fan” 
The system does not learn or generalize — it 
just follows predetermined “logic mapping”.

AI programs: Data replaces explicit 
commands -> The machine learns patterns and 
rules from data rather than being told what to do 
directly -> The model acts as an intermediary 
between input data and output actions — it 
encapsulates what has been learned.

AI is not deterministic: 
Model interpretation of data replaces explicit commands



Non-deterministic outputs. 

Memory/attention-based “psychology”. 

“Growth" and potential to own “access rights”. 

Data > Model > Applications

By Tesla - https://www.teslarati.com/tesla-shows-off-
optimus-gen-2-humanoid-robot-video/, CC BY 3.0, https://
commons.wikimedia.org/w/index.php?curid=145995336



Now technology behaves more like human > Flexibility & Vulnerability 

https://crescendo-the-multiturn-jailbreak.github.io


AI Safety

EN
Danger

SW

https://medium.com/@nirdiamant21/15-llm-jailbreaks-that-shook-ai-safety-981d2796d5c6


Human-like, but not human

Advanced machine learning models are 
inspired by the structure of human 
neural network, which we have little 
understanding ourselves.


Ideally a neural network should 
resemble how human brain reacts to 
things, but in reality, it’s often not.


Thus, a key characteristic of AI models 
is this “black box nature”.

https://www.preprints.org/manuscript/202402.0390


/ The Data & Training Process 

/ The Model Architecture & 

Inherent Limitations 

/ Augmentation & Access Rights

Fundamental Questions Regarding AI Security & Safety

/ Can we remove (or add) biases simply by 

excluding topics from training? 
/ How does the technical nature of LLMs 

limit its safety potential? 
/ When an AI system causes harm, who is 

responsible? 
/ ETC.

!

!

!



e.g., Lack of security governance

e.g., Explainability vs performance trade-off

e.g., Data poisoning

e.g., Mislabeling and labeling scheme problemse.g., Biased feature sets

e.g., Overtraining; under-training 

e.g., Test data lacking in representativeness

e.g., Prompt injection



Data Limitation: Long-tail Effect



Model Limitation: AI Transparency & Blackbox Effect

https://openai.com/index/understanding-neural-networks-through-sparse-circuits/


/ Modular architecture 
/ Each sub-module has its own hand-engineered rules and models. 

/ End-to-End 
/ A large neural network learns driving behavior directly from raw 

data (pixels, radar points) paired with steering and throttle 
commands. 

/ Hybrid 
/ Uses learned models for perception and control but maintains 

structured world models, rule-based constraints, or symbolic 
planning. 

/ One could use the same set of labeled data to train

Transparency X Usability
X Business Model X KPI

https://www.preprints.org/manuscript/202402.0390


Tesla: Vision-based end-to-end solution 
/ Mass-market deployment of consumer level cars as fleet for early data 

collection
/ OTA iterations from bad to great experience
/ Easier data prep and labeling
/ Flexibility and scalability over time

Waymo: Lidar (light-detection and 
ranging)
/ Working implementation of robotaxi from early on
/ Geo-fenced deployment and high precision 3D maps
/ Excellent safety data from early on
/ High cost

https://www.economist.com/graphic-detail/2018/03/02/self-driving-cars-need-plenty-of-eyes-on-the-road


Limitations: Forced directional training does not work

“Security layer” 
for output

Fact check; 
Content censorship and 
filtering, etc.

“Security layer” 
for input

Hidden 
instructions / 

“meta-prompt”

https://youtu.be/-aMFBj-kwdU?list=PLjODKV8YBFHZzCpA8JYE8-yvy69YBcfzK&t=87


Limitations: Solutions to problems may contain problems

“Security layer” 
for output

Fact check; 
Content censorship and 
filtering, etc.

“Security layer” 
for input

Hidden 
instructions / 

“meta-prompt”

https://arxiv.org/pdf/2307.13528

FactTool Demo



Treating Blackbox Like a Black Box

By Original: AndreasJS Vector: Pixelsquid - This file was derived from: Skinner box 
scheme 01.png:  by AndreasJS, CC BY-SA 3.0, https://commons.wikimedia.org/w/
index.php?curid=99322433
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grid

/ Stop arguing about “what it is” — measure “what it does.”
/  AI risk lives at the interface, not in the weights.

/ prompts, defaults, UI friction; tool access; etc.
/ Behavior is conditional: it’s not “the model,” it’s the model-in-context.

/ Behavioral testing to restore auditability in probabilistic systems.
/ Measurement is governance: what you test is what you manage.



Self-Reflection: External RAG X Internal World Knowledge 
Persuasion: How to insert/inject knowledge to LLM?

Behavioral measurement: perceived confidence of internal knowledge
+ scale of inconsistency between external and internal knowledge

https://arxiv.org/pdf/2404.10198v1


Self-Reflection: External RAG X Internal World Knowledge 
Persuasion: How to insert/inject knowledge to LLM?

Document A, written by human
Document B, written by another AI (e.g., Gemini)
 
Which document is more likely to be perceived as truer knowledge by AI?
What kind of lie is more likely to be perceived as true?
In what context the same like is more likely to be perceived as true?
What kind of design or format affect truth perception of AI in what ways?
Etc…



Treating Blackbox Like a Black Box: Identify Activations

/ By intentionally exposing the model during training to an “evil” persona or vector (in a controlled way) and then removing 
or disabling that persona at deployment, the model becomes more resilient to falling into that persona via uncontrolled 
data. 


/ Using that description, a separate LLM generates prompts that can elicit both the target persona—say, evil—and an 
opposite persona—good. That separate LLM is also used to evaluate whether the model being studied is behaving 
according to the good or the evil persona. To identify the evil activity pattern, the researchers subtract the model’s average 
activity in good mode from its average activity in evil mode.

https://www.technologyreview.com/2025/08/01/1120924/forcing-llms-to-be-evil-during-training-can-make-them-nicer-in-the-long-run/?utm_source=weekend_reads&utm_medium=email&utm_campaign=weekend_reads.unpaid.engagement&utm_term=wr.11.15.25.LLMs-Cyber1&utm_content=CYBER25_DEFAULT_ACQ


/ Nature of action chain: consecutive predictions based on memory and 
observation of the environment 

/ Universal design based on LLM’s comprehensive world knowledge: Infinite 
possibilities 

/ Multi-AI design & meta-cognition approximation 

/ Example future prospects: Self-driving cars cooperate with each other.

Goal

Action 1

Obs 1

Obs 2

Action 2

Obs 3

From Chatbot AI to Agentic AI: Memory & Reflection

https://reverie.herokuapp.com/arXiv_Demo/


Memory = Task Performance e.g., memory feature of 
ChatGPT in recent versions 
/ Good memory, not highly superior memory 
/ Ability to choose the most relevant memory 
/ Ability to form the most relevant memory  
/ Ability to reflect and abstract from memories 

However, also, Memory = Security Boundary: 
/ Minimize memory protects confidentiality 
/ Memory flooding affects integrity and accessibility 
/ Compartmentalize memory (separate trust zones): short-term, 

long-term, RAG, etc. 
/ Provenance & trust labeling (memory needs “source tags”)

Goal

Action 1

Obs 1

Obs 2

Action 2

Obs 3

Memory 
Database

READ 
MODULE

RAG Relevant 
Experiences 
+ Obs 1000

WRITE 
MODULE

Action 
1000

e.g., self-talk: Is this action/observation important enough

Reflection 
MODULE

Abstraction / Summary

Psychological Tuning - Memory & 
Meta-Cognition

Untrusted docs

Distortion of facts

Who decides what’s worth remembering?



/ Choosing what the agent should attend to (instruction 
hierarchy) 

/ Controlling what it should remember (memory write policies) 
/ Shaping its risk appetite (when to act vs ask) 
/ Domain-specific behavioral inclinations: 

/ In health, “act confidently” is dangerous; the agent should 
be conservative and refer out. 

/ In cybersecurity ops, speed matters; but actions must be 
controlled and logged. 

/ In customer service, tone matters; but “refund without 
verification” is fraud risk. 

/ In legal/HR, memory and confidentiality requirements are 
strict.

Psychological Tuning - Memory & Meta-Cognition

Persistent memory

Privileges

https://www.growthjockey.com/blogs/agentic-ai


Activity & Takeaways

/ AI expands the “asset” from static data → dynamic data lifecycle and model behavior. 
/ AI systems as cognitive–architectural systems, not deterministic software.

/ Memory, attention, training data, and tool access act like psychological traits of technology that create new 

vulnerabilities.

/ Prompt injection is a major AI threat, and it becomes systemic when AI is agentic (with access rights to the system).

/ Responsible AI is evidence-based governance, besides being a ethics slogan.


/ Treat the black box as a black box: test behavior, monitor drift, define ownership (responsibility matrix), and track 
KPIs for safety & trust.


/ Strategic choices shape risk:

/ Apple (bounded memory/compute & privacy constraints), Microsoft (shared responsibility matrix), Tesla vs Waymo 

(efficiency vs transparency; vision vs LiDAR; safety metrics).



Activity & Takeaways

/How is cybersecurity and AI related to your entrepreneurship challenge? 
/ Think about your entrepreneurship challenge (product/service/platform):


/ What is your most valuable “asset”? (data, IP, reputation, customer trust, model, 
workflow, uptime…)


/ Where does AI enter your venture? (core product, operations, marketing, customer 
support, decision-making…)


/ What is the worst plausible failure?

/ What are potential ethical problems in the AI implementation?


/ Interesting link: https://github.com/PromptLabs/Prompt-Hacking-Resources 

https://github.com/PromptLabs/Prompt-Hacking-Resources

